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https://panel.idmelon.com/#/auth/login
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(B Login to IDmelon Admin Panel
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IDmelon <no-reply@idmelon.com>
Sun 410202295

Tot Ermima Pe

IDmelen

Dear Emma Pearson,
To create your IDmelon Panel, piease use the verification code below:
457812

1f you didn't request a code, you can ignore this email.

Thaniks,
The iDmelon Team

A—=)VDI—RZ)\YIZICANBLET,

IDmelen

Enter Code

Enter the verification code that you have received on :

emma@idmelen.com

* Verification Code

457812

Didn't receive the email? Please, check your junk folder.
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@ Add a FIDO security key to your account

Make sure you have your security key nearby, then click on the button below

Add security key and continue Skip for now and add later

Add Security Key and continue / Skip now and add later

SICFERFETEFLUT A F—ZEMTEEY,
1) S <DEER.

UFDESICEFI YT F—ANDNYTFYIT DDA > ROBRNET .

Windows Security x

Security key setup

Set up your security key to sign in to panel.idmelon.com as
@ emma@idmelon.com

This request comes from Msedge, published by Microsoft

Ma Corporation.
oK Cancel ’
Windows Security X
Continue setup
[1D)
Mak .
Touch your security key.
Cancel
Enter a Security Key Name X
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@ Login Options
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IDmelen  omelon
s What do you want to achieve today?
- sich ; .
Set up a security key Import users Hand over keys to users
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(1) F¥—o@m& (2) 15— (3) &E (4) SR (5) SsO (6) EBEIOT 7

DOEENGHDET.

(1) F—odpaEEE (Launchpad)
EFIUT A F—OREEMAL. 1—F—%1 — MU, F—21—Y—[CETLHOBEOBIORTY TE

RITULET,

1-1. EFAVUF1F—DHILTHNE
Yy N7y IDREHICITSEBNOT IS a V. HBO-—X(C—HT 3L RUS—2HmXItF1VFrF—

ZERIDILETY,

F—DILTEZATDLSICERLET .o
I14T& : EROAR
BREHROERFEM : AN—hIA> /959K HSM (Hardware Secure Module)
kA AN—RIA>/PIN

EHOEED : auditable or not
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(2)-1, T—DAR—R(CA—T—DiEMN

F—DiEHEEDYT (Lauchpad) > Import Users > Add a user > ®User Info

Add New User and Assign Security Key

o User info

@Security key type MD"Assign security key to users”®

Security key MILF—EAICT S,

IDmelen

Add New User and Assign Security Key

@ secury Key Tupe
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—+  PFair a new smartphong

Dizahle the paired smartphone as a USE FIDG2
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Webauthn.io D7’'SY FIJA—LZHEAULET. WebAuthn.io >> Enter the username>> Register)

.t

webaAuthnio
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WwebAuthn.io
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CERTIFIED
Standard

Regiration On Your Behalf
A ey ol Inrs Dany ey staned ur
SOUTF0UNTS Mg O pour el by
ST 0P3RS0 TR Sreck you
resietacad seraone Ret

O

7. 1—Y—(FEDDAI—RIA>ZE>THSDD PC LT IDmMelon OY4 hESICRITTEE I Windows
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(3) ®%E (Settings)
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(3)-2 EE&E (Admin)
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Setup a security key Import users Hand over keys to users
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(3) User must install IDmelon Authenticator app on his smartphone.

v — X

Taroh Saitoh v

Add Security Key

G *- EI (0 Paused ) ¢

Taroh Saitoh v

Add Security Key

Jrity Key

Jrity Key

& 6c -

edit Delete

edit Delete
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Prerequisite for OBR:

For OBR, please, take the following detailed steps:

(4) Admin must add the user to the panel (via invitation email from the panel).

(5) User receives the invitation email, accepts, and his Security Key Status will be active in the panel.
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OBR steps:

(7) Admin opens Pairing Tool, presses Cntl+l to choose Login as an Admin.

8

(9) Admin will be redirected to the admin panel to log in.

=l 1t AR T

Lizg = 1 sty by

mh i SRR TrTte e

(10)

(11) After login, check Pairing Tool again to see Ready for on behalf registration.
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(&} Desinn Pairng Tnol =
+ Fair a nesy smartphong
Disahle the: paired smarfphone az a USE FIDG2 -
serurily key on this PC @ o~
(12)

(13) Admin can choose a user from the panel: Users>> Users' Security Keys>> Choose a user>> Action>> Select as

OBR.
Wy r-l". .!u Y .
e =] == ; ; &
~ N ..:"\. ] |
_ S 1 ’ ::>
14) R . .
(15)
fL A T ] . R
(16) .:. . = = el g . - -

(17) Now, admin can log into the user's Microsoft account, for example, by entering the user's username and
password to add/register IDmelon security key on behalf of the user. But here, as an example, we use

WebAuthn.io platform for the test: WebAuthn.io >> Enter the username>> Register
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https://webauthn.io/
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(18) el ol webaon?

(19)

(20)

(21)

(22)

(23) The user will immediately receive a notification on his smartphone and understands that their admin is doing an
OBR.

IDmelen 29/30



IDmelen

(24)

Thanks,

Mina Roohi
Content and Digital Marketing Manage
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